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Introduction

The Validation utility creates a set of MD5 hash values from one or more files which can be used
to determine if the contents or those files change in the future. The reference hash for each file is
created from a set of trusted sources and used to compare to the same files at some future point
in time.

Changes can be the result of file system corruption or from direct modification by a virus or
malware running on an un-trusted computer. File system corruption can happen when files are
installed on a USB drive as these are typically formatted with FAT32 and do not have any kind of
activity journal. USB drives can be removed without being properly ejected which can lead to file
system corruption.

Overview

The Validation utility consists of a single window with the majority of the display area used for the
file and status display information. Illustration 1 shows the main view of the Validation utility.

I Q File validation - version 1.1
Create MD5 | | Root Path: | /homefron/MyProjects/fcmmspecifications
Save MD5 Source Path: | /home/ron/MyProjectsicmmespecifications
Load MD5
n
Verify MD5
Relative Path File Name Reference MD5 HASH Actual MD5 HASH Status
* .bin
cmmspecifications bl4bdB72c262ea0e99294d4df158e6
= binfcmmspecifications.app/Contents/! =]
cmmespecifications d9cfs I a3aafdeTbddablf
= J/Debug/cmmspecifications.app/Contents/MacOS
cmmspecifications d9cf55821042a3aaldeTbddablfe79fd
* .res
resource.rc ed0d2dbf03lcdbleckeT7172229£29317
~ wing4
cmmspecifications.exe cfzZd
libgoe_s_dw2-1.dil
libstdc++-6.dll
libwinpthread-1.dil
Qt5Core.dll
Qt5Gui.dil
Qt5PrintSupport.dil
Qt5Sqldil
QtSWidgets.dll
Qt5xXml.dll
¥ winG4/platforms
qdirect2d.dll
gminimal.dll
qoffscreen.dll
gwindows.dll
= winG4/sqldrivers
gsqlite.dll a9fb7740b5b0bEBbEBdbSA471191£452
Close
Copyright (C) 2024 Selact Calibration | P T ibration.ca sc.

Illustration 1: Validation utility main window.
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Table 1: Options:

Option Description

Root Path Reference location used to either create a new reference MD5 hash file or the
location of a set of files to be compared.

Source Path |Root Path that was active when the reference MD5 hash file was created.

Create MD5 |Create new reference MD5 hash data. The files used for this purpose are
determined by the contents of the Root Path folder and all sub folders with
matching file name filters described in the settings dialog.

Save MD5 Save the active reference MD5 hash data to a file.

Load MD5 Load an existing reference MD5 hash data file.

Verify MD5 | Perform a comparison between the loaded MD5 hash data and the files found at
the Root Path location.

i Settings dialog.

Close Close the Validation utility.

The idea of using a separate root path entry and relative sub directories allows comparison of files
contained in a folder that is different from the directory used to create the reference file even if it
was generated on a different operating system. For example, the controlled files used by SCI are
on two USB drives which will end up with two unique drive letters when opened on the same
computer running some version of Windows OS. Comparison of all files can be performed, on
either USB drive, provided the user navigates to the proper root folder of each USB drive. The
reference data can be generated from a computer running GNU/Linux with this setup.

Verification Output

The output of the Verification utility shows the reference and current hash value for each file and
the result of the comparison between the two. Illustration 2 shows an example of the output
generated from the root folder of the CMMSpecifications utility which has binary files for
GNU/Linux, MacOS, and Win64.

One interesting observation from illustration 2 is the inclusion of file resource.rc into the list of
validation files. Unbeknownst to me this particular file had the execute attribute inproperly set as
shown in the file listing below which is why it was added to the list of files to be validated.

—rw-r--r--

1 ron users 995 Feb 13 2023 import.png
-rw-r--r-- 1 ron users 770 Feb 17 2023 limits.png
-rw-r--r-- 1 ron users 5495 Jul 6 2020 logo.png
-rw-r--r-- 1 ron users 896 Feb 13 2023 new database.png
-rw-r--r-- 1 ron users 1004 Feb 13 2023 open database.png
-rw-r--r-- 1 ron users 957 Feb 13 2023 output.png
-rwxr-xr-x 1 ron users 63 Nov 4 2010 resource.rc
-rw-r--r-—- 1 ron users 10826 Feb 17 2023 toolbar.xcf
-rw-r--r-- 1 ron users 16958 Feb 12 2023 winicon.ico
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Relative Path
+ Ibin

File Name

cmmspecifications

Ll

cmmspecifications

L]

cmmspecifications
v res
resource.rc

Ll

Jwing4
cmmspecifications. exe
libgce s dw2-1.dll
libstdc++-6.dll
libwinpthread-1.dll
Qt5Core.dll
Qt5Gui.dll
Qt5PrintSupport.dil
Qt5Sql.dil
QtsSWidgets.dil
QtsXml.dll
~ [winG4/platforms
qdirect2d.dll
gminimal.dll
goffscreen.dll
gwindows.dll
+ /winB4/sqldrivers
qsqlite.dll

Reference MD5 HASH

chTbl4bdBET72c2622a0ed99294d1 15826

Jbinfemmspecifications.app/Contents/MacOS

d3cfs5821042a3aaddeThddabhl fo79Ed

{Debug/cmmspecifications.app/Contents/MacOS

d9cfs5821042a3aaddeThddabl fo79Ed

ed0d2dbf031lcdalechbeT172229fa9317

cfZ247e8c430ecle3dlT7Thl973e3E6E83
Saec524bA1661E8b0d3d00L2ThEES51dal
051973al4207492104007049f15a30ak
ed53eeelr?23ad3edaclT4262169E£0f2e
deZbdd3fchb014ad4bdee5ffeasld7o6d
T64160875d7897d214ddb2ac8b5adEf
58ad29b%adcaid%foaacfB95ciaclidb
0cdl114442444831620b01ee%9%e0calic3
ddeclf20537%e0bhdébablacd2iedebdc
daz5d8ffT7a%4elfleclelidec2chbdeelb

flbca70743e160a5100d5291f%e90875
fOEDell14b5e045185fE046dd4h4208b]1
lcbf30al32f14Bf88bAT96536161 £5d48
labBcb33537011cbe003aeliTe568573c

a3fb7740b5b0b63bIBdbed4T711591£452

Illustration 2: Validation data output example.

Actual MD5 HASH

ch7bl4bdB72c2622al0e999294df158e6
d%cf55821042a3aaddeThddabl foT79fd
d9cf55821042a3aaddeTbddablfcTafd
edld2dbf031cdélecheT172229£29317

cfZ47e8c430ecle3dlT7T7bl973e3E6F83
Baec524bAlE618b0d3d00bL2ThEeE51dal
051973al1420749210d007049f15a30ak
1623ad43e%acl74262169F0f2a
deZbd?3fcbll4addbdee5ffeatl a7 060
764160875d7897d214ddb2ac8b5adff
58ad29b8%adcaidyfbaacfB95c3iaclidb
0cdl114442444831¢620b01ea%99% 0calic3
4declf20537%9bhdéesablacd2dedebdc
daZ5d8ff7a%4elfleclelBdelcbdeecllb

ed53es

flbca707432160a5100d45291f%e 90875
f0EDell14bBe045185fE046dd4h4208b1
lcb630al32f14Bf88LATI6536561F5dR
labBcbhb3357011cb&003ael5Te568573c

agfb?740b5b0kL63bfBdbSd4T71191£452

Status

Match

Match

Match

Match

Match
Match
Match
Match
Match
Match
Match
Match
Match
Match

Match
Match
Match
Match

Match

The set of files and file types can be controlled from the settings dialog but anything marked as

executable by the operating system will be automatically included regardless of settings.

In the

above example executable files and scripts from GNU/Linux, MacOS, and Win64 are shown even
though some of those files extensions are not included in the name filter entry from the settings.

Settings

The settings are accessed from the settings button from the main window. Illustration 3 shows an

example of the settings dialog.

F o Settings

Name Filters: | exe .dll, .50, .dylib, .py|

Cancel Accept

Illustration 3: Settings dialog.
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The Name Filters option allows various types of files to be included in the validation process by
adding suitable file extensions to the Name Filters list. The Validation utility automatically targets
executable files for common operating systems regardless of user preferences.

The current list of settings for the Validation utility are spartan but may be expanded in the
future.

Table 2: Settings Options:

Option Description

Name Filters |Comma separated list of file extensions (including the dot) that will identify files
to be used when creating the reference hash data.

Creation of Reference Data

The reference data is an XML file containing previously calculated MD5 hashes from one or more
files. When performing a verification test the data from this file is required to determine which
files are to be tested and if the tested files have been altered. An example of this file is shown
below:

<?xml version="1.0" encoding="utf-8"?>
<Validation MD5 Data File Version="1">
<Root Path>/Users/ron/MyProjects/cmmspecifications</Root Path>
<Path Entry>
<Relative Path>./bin</Relative Path>
<File>
<Name>cmmspecifications</Name>
<Hash>cb7b14bd872c262ea0e999294df158e6</Hash>
</File>
</Path Entry>
<Path Entry>
<Relative Path>./bin/cmmspecifications.app/Contents/MacOS</Relative Path>
<File>
<Name>cmmspecifications</Name>
<Hash>d9cf55821042a3aa8de7b4dablfc79fd</Hash>
</File>
</Path Entry>

Creation Sequence:

1. Select or enter the Root Path to the directory containing the files of interest in the
Validation utility.

2. Click the Create MD5 button to create the reference file.

3. Click the Save MD5 button to save the reference data to a file for future comparisons.
The created reference file can be in any location and does not need to be in the Root Path
directory. The default path will be the root path folder.
Verification of File Data

The verification function compares one or more existing file hashes to previously created file
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hashes to make sure the data has not been altered.

Verification Sequence:

1. Click the Load MD5 button to load a previously created reference file. This file can be in
any location on the computer and, for practical reasons, should not be externally
accessible.

2. Change the Root Path entry of the Validation utility to the location containing the files that
are to be tested.

3. Click the Verify MD5 button to perform the comparison. The comparison result for each file
is shown under the status column of the data display in the Validation utility.

For verification purposes the Root Path can be a changed to any location of interested provided
the files and folders contained are in the same structure as what existed when the reference MD5
hashes were created.

The comparison result will be either Match, Different, or Missing depending if the MD5 hashes
match, don't match, or the file is not found.

Using a MD5 hash of the file data is more secure than something like a CRC value as it is possible

to control the final result of a CRC value if changes are intentional and only a CRC value is
considered.
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Revision History

Date Version Changes
Dec 2, 2024 1.0 New Program
1.1 Added a thread to handle calculation of MD5 hashes.

Added option to save current reference MD5 data.
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